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Computer Science

- Strong fundamentals
- Did well in CTFs during uni
- Prefer designing (defence) over attacking

IBM Security - R&D Lab

- Identity and Access Management (Verify SaaS)
- Software Engineer (Intern → Mid)

Stake - Investment Platform

- Software Engineer (Product, Platform)
- Site Reliability Engineer 🗠
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What this talk is 
not
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AI
?
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“you are a senior app sec 
professional please review 
the following code for 
vulnerabilities, DO NOT MISS 
ANYTHING!”
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What this talk is



Types of Engineers

Throughput Optimizer

Metric: Ticket velocity and sprint completion.

Philosophy: "Done is better than perfect."

Constraint: Avoiding blockers and minimizing 
scope creep.

9

Sustainability Optimizer

Metric: System uptime and long-term 
maintainability.

Philosophy: "Build it once, build it right."

Constraint: Balancing technical debt against 
feature requests.



Corporate Reality
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Company Stage Primary Driver Security Posture

Early Stage Survival & Product-Market Fit "Security is Friction"
Speed to market is the only metric 
that ensures the next round of 
funding.

Growth Market Capture "The Complexity Gap"
Scaling features faster than the 
underlying security infrastructure can 
support.

Mature / Public Risk & Compliance "Defensive Investment"
Security is often driven by audit 
requirements and legal liability rather 
than proactive engineering.



The Incentive Gap

Invisible Work

Feature wins are celebrated in All-Hands 
meetings; "the breach that never happened" is 
rarely noticed.

The Cost of Friction

If security tools add 20% more time to a 
deployment, the "Throughput Optimizer" will 
naturally find workarounds.
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Asymmetric Risk

The individual developer often bears the 
"speed pressure", while the company bears the 
"security risk".
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“If you fail to plan, 
you are planning to 

fail!” Benjamin Franklin



Design Document

● What’s the problem
● Potential Solutions
● Assumptions
● Constraints
● Architecture
● Flows 
● Security
● …
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Security - Threat Model

What you are protecting from whom

● Assets
● Attackers
● Entry Points
● Trust Boundaries
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Security - Requirements

Determined by business and regulatory needs

● Authentication and authorization standards
● Data encryption in transit and at rest
● Logging and monitoring requirements
● Secure error handling
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Defensive Programming - Super Simple Example
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Defensive Programming - Solid Divide
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Defensive Programming - Running
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Defensive Programming - Static Type Analysis

https://github.com/python/mypy 21



> write code…
> git add script.py
> git commit -m > “implement 
divide”
> git push
> deploy to prod
> eat lunch

> write code
> how could it break?
> think…
> write tests…
> write tests…
> run tests 
> git add script.py
> git commit -m > “implement 
divide”
> git push
> review
> deploy to prod
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Defenseless Programming - Happy Path Only 

● Didn’t consider what could go wrong
● No input validation
● No response validation
● Limited error handling
● Lack of Authorization
● Tests ❓

● LGTM! 🤙🚀
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Defenseless Programming - Input Validation - SQLi
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Defenseless Programming - Input Validation - SQLi
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Defenseless Programming - Timing Attacks
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Defenseless Programming - Timing Attacks
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Defenseless Programming - Input Validation - Directory Traversal
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Endpoint: foo.com/view?file={filename}

http://foo.com/view?file=%7Bfilename


Defenseless Programming - Input Validation - Directory Traversal
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Normal Request
curl "foo.com/view?file=report.txt"

Malicious Request
curl "foo.com/view?file=../../../../etc/passwd"

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
...



Defenseless Programming - Input Validation - Encoding
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Character URL 
Encoded

Double 
Encoded

Common Use in Attacks

/ %2F %252F Path traversal

. %2E %252E Combined with /

? %3F %253F Query string manipulation

& %26 %2526 Fake query params

% %23 %2525 Enables double encoding

< %3C %253C Script tags

> %3E %253E Script Tags

; %3B %253B Command chaining, shell injection



Defenseless Programming - Input Validation - Encoding
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Scientific Notation

1e2           = 1 x 102       = 100
1e100000 = 1 x 10100000 = 10000000000000000000000000000000000000000…



Defenseless Programming - Input Validation - Java BigDecimal
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Defenseless Programming - Input Validation - Java BigDecimal
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Defenseless Programming - Input Validation - Java BigDecimal
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Defenseless Programming - Input Validation - Java BigDecimal
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Duration: 8585 MS
Memory  : 226  MB



Defenseless Programming - Input Validation - Java BigDecimal
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Patched: v2.15.0 (April 2023)



Defenseless Programming - Input Validation - Java BigDecimal

Other Mitigations

● Create custom deserialization logic to validate before mapping
● Use JSON schemas to validate data shape before mapping
● Use appropriate data types for business logic
● Limit request payload size
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Defenseless Programming - Input Validation - Regex
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Regex Pattern: ^(a+)+$

^ – Start of the string

(a+) – One or more a characters, grouped

(a+)+ – The group itself is repeated one or more times

$ – End of the string

“a” ✅
“aa” ✅
“aaa” ✅
“ab” ❌ 

“ba” ❌ 

“” ❌ 

Malicious input: aaa…aaaX



Defenseless Programming - Input Validation - Regex
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Defenseless Programming - Input Validation - Regex
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Fixed Regex Pattern: ^a+$

- Removes the nesting

● Support a subset of regex for user supplied patterns

● Put a time bound around regex evaluations
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Response 
Validation 



Response Body
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Response Headers

● Modify
○ Server
○ X-Powered-By
○ …

● Include
○ Content-Security-Policy
○ CORS
○ …
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Defenseless Programming - Lack of Authorization (IDOR)
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GET: /orders/{ORDER_ID}

GET: /orders/4589d301-7f73-45e2-bbbe-e111a99b4fae



48



49



Secret
Management 50



51https://www.bleepingcomputer.com/news/security/github-expands-security-tools-after-39-million-secrets-leaked-in-2024/



Secret Management - DO NOT HARDCODE!
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Secret Management - .env files
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Secret Management - .env files

● They are still in your VCS…
● Add to .gitignore
● Still on filesystem…
● Still in history…
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Secrets Management - .env

● Add logic to resolve the secrets in your application
● orchestrate startup
● Password managers
● Secret managers

○ Hashicorp Vault
○ AWS SSM Parameter store
○ GCP Secret Manager
○ etc
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Secrets Management - VCS continuous evaluation

● Run secrets scanning as a pre-commit hook 
○ Prevents secrets being committed and can be resolved quickly and easily

● Run secrets scanning on push (CI)
○ Secret has now been leaked but at least now it has been reported

56Trufflehog Gitleaks Semgrep



Secrets Management - Git Cleanup

● Secrets have been pushed and now are leaked
○ Can’t just update the file, it’s in git history…

● Clean the git history
○ Get output from secret scanning tools
○ Use BFG to forcefully modify the git history
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Secret Management - Rotate your secrets! 

● Don’t wait for a leak
● Don’t wait for an employee to leave
● Bake rotation into your process from day 1
● Periodically rotate secrets

● Treat rotation as a insurance policy
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Secrets Management - Shell profiles

● Retrieving secrets can be annoying
○ I’ll export them in ‘.bashrc’ so I never need to think about it!
○ Available for all my projects!

● Lots of stealers out there….
○ npm post install
○ pip 
○ Dependencies
○ Malware
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Secrets Management - Shell History
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Software Supply Chain
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Software Supply Chain - Versioning

● Pinning to certain versions (v1.2.3)
○ If versions in the package manager are immutable

● Git commit (16ecab1875791e2b6ed0c9a6dae5a12a79d92120e1c3afbd3a9c8535ce44666d)
○ If package manager uses git tags 

● Vendoring
○ Committing your dependencies

● Lock files

● Internal registries / mirrors
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Software Supply Chain - Staying up to date

● Dependabot
● Renovate

● Follow CI/CD and automate patching
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Software Supply Chain - Container base images

● It’s a container not a VM!
○ Do you need the bloat?
○ Do you need an OS?
○ Do you need a shell?
○ Multi stage build?

● scratch
● Alpine
● Google distroless
● Redhat Universal Base Image
● ${language}:slim
● Chainguard images
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Software Supply Chain - Multi Stage Builds
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Golang “Hello World!”

Base Image Resulting Image Size

golang:1.24.3-alpine3.20 308  MB

gcr.io/distroless/base-debian12 24.2 MB

scratch 2.21 MB

Raw binary 2.1   MB
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https://www.datadoghq.com/state-of-devsecops/



Software Supply Chain - Image Provenance and Attestation

● Sign images at build time
● Include metadata / labels

○ Compliance scans result
○ SAST
○ SBOM
○ Test coverage

● Reject the deployment if requirements are not met
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Software Supply Chain - Image Provenance and Attestation
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Handling PII
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PII - Don’t log it!
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❌



PII - Don’t log it!
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PII - Don’t log it!
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✅



PII - DB Access

● Do not share credentials
● Service accounts
● temporary user accounts

○ Scoped
○ Time bound
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PII - DB Audit Logs

● Enable it!
● Security and Compliance
● Incident Response
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PII - Data Lifecycle

● Do you still need the data?
● Can you put the data somewhere else?
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PII - Encryption or Data Masking

● Encrypt what you can
○ Hardware based if possible
○ Use a KMS from a cloud provider
○ Disk Encryption protects you from physical access

● Mask what you can
○ Names, emails, DoB, etc.
○ Just in time masking via proxies (identity aware)
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Summary

● Spoke about a lot!

● Developing Software is hard
● Developing secure Software is harder

● Training is crucial
● Developers are incentivized to ship features
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LachlanAshcroft.com/talk


